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Introduction

Compliance with PCI (Payment Card Industry) data security requirements is a key initiative for
any company that processes credit cards. PCI, an industry-wide adoption of Visa’'s CISP
(Cardholder Information Security Program), is the credit card industry’s standard for securing
cardholder data. Visa's CISP and MasterCard'’s Site Data Protection standards merged into the PCI
standard in December 2004.

In Europe, compliance is mandatory, by June 2006, for any business that stores, processes, or
transmits this data. The PCI guidelines provide a list of requirements to ensure that a company is
providing the requisite level of security. The objective of these requirements is to encourage
companies to:

- Build and Maintain a Secure Network

- Protect Cardholder Data

- Maintain a Vulnerability Management Program

- Implement Strong Access Control Measures

- Regularly Monitor and Test Networks

- Maintain an Information Security Policy
These requirements are further defined in PCI's “12 Rules”, listed below, which outline exactly
how companies must comply with the PCI standards.

Deploying Technologies to Address the 12 Rules

Vormetric’s CoreGuard system is an essential tool for any company that must comply with the
PCI standards. CoreGuard is a cost-effective and easy to manage solution for high-speed data
encryption and policy-based user access control. It is also easy to install, non-disruptive and
transparent to existing applications, business operations and the IT infrastructure.
Implementation of CoreGuard, in conjunction with basic data protection applications that you
already have in place, such as a firewall and anti-virus software, can offer you a complete PCI
compliance solution. In fact, CoreGuard is the only product available capable of addressing all of
PCI's 12 rules that are not already covered by the basic data security applications currently
installed in your enterprise. CoreGuard’s ability to address the 12 rules with a single tool comes
from the integration of four valuable capabilities: encryption, access control, host protection and

logging.

The following list outlines all 12 rules to explain how CoreGuard employs the four capabilities to
address or support these requirements:

Rule 1: Install and maintain a firewall configuration to protect data.

The first rule is handled by your existing firewall application, which Digital Pathways can either
test to ensure it is configured correctly or install and configure a new system which fully complies
with the standards of PCI.

Rule 2: Do not use vendor-supplied defaults for system passwords and other security.
Your company must address this rule by establishing and adhering to a corporate policy that
prohibits the use of vendor-supplied default passwords. CoreGuard provides an additional
safeguard, however, with its “separation of duties” feature. In cases when a root or system
password is compromised, CoreGuard prevents system administrators or other unauthorised
users from decrypting the file and viewing cardholder information.
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This feature is provided by CoreGuard to enable system administrators to handle and backup
sensitive files without being able to view that data. With regard to this particular rule, the feature
protects cardholder data in case a default password is not changed, by mistake, leaving the
system open to an unauthorised user who has access to the vendor’s default system password.
With CoreGuard, even in this worst case scenario, the unauthorised user would still not be able to
read the cardholder data.

Rule 3: Protect stored data.

CoreGuard protects stored data by encrypting all cardholder data. Using industry standard AES
algorithms, CoreGuard ensures only authorised applications and users are able to read the data.
This is achieved through policy-based encryption, which means policies set by your security
administrators control who can decrypt the data. Encrypting data is important, but it is even
more important to control the decryption of data. The advantage of CoreGuard is the
combination of access control with encryption, ensuring that only an authorised user running an
intended unmodified application can decrypt cardholder data and other sensitive information.
CoreGuard provides further protection of stored data by managing secure distribution and
storage of decryption keys. The CoreGuard product includes an approved hardware appliance for
key storage and management, and access to this appliance is limited to your authorised security
administrators. Without the key, unauthorised users are powerless to access cardholder data.

Rule 4: Encrypt transmission of cardholder data and sensitive information across
public networks.

To address this rule, you can employ a VPN for secure transmission of cardholder data across
public networks, using CoreGuard for additional protection. CoreGuard encrypts cardholder data
on disk, and the decryption keys, which are stored on the CoreGuard security server, are securely
and automatically transported over networks on an encrypted connection.

Rule 5: Use and regularly update anti-virus software.

The PCI anti-virus requirement is covered by your existing anti-virus software. While anti-virus
software recognises and protects against known threats, however, it cannot protect against a
new virus which is unknown. CoreGuard’s host protection feature provides a layer of protection
above and beyond your antivirus application, preventing any unauthorised code — even an
unknown virus — from running on your system. CoreGuard host protection prohibits improper
access of cardholder data via compromised hosts by blocking all unauthorised processes —
including zero-day worms, Trojans and unapproved patches — from accessing, tampering with or
deleting protected files. In addition, CoreGuard’s accuracy in detecting and blocking unauthorised
access attempts make this tool preferable over Host Intrusion Detection Systems (HIDS) and
Host Intrusion Prevention Systems (HIPS) which produce false alarms and are vulnerable to
evasion.

Rule 6: Develop and maintain secure systems and applications.

CoreGuard enables implementation and maintenance of secure systems and applications through
host protection, by enforcing of a “gold image” of protected host servers, defined by you.
CoreGuard also provides digital signing of an application to verify it is authentic and has not been
tampered with. Any application that is not recognised or has been modified would not be allowed
to read sensitive data. Verifying that applications and resource files are trusted and authorised,
CoreGuard prevents the execution of malicious code or unauthorised applications introduced
internally to access protected data, and also prohibits unintended system modifications that could
compromise data.
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Rule 7: Restrict access to data by business need-to-know.

CoreGuard adds a layer of access control on top of your file system’s access control. CoreGuard
access control follows a least-privilege model, which means that any activity not expressly
authorised will be denied. CoreGuard context-aware access control protects data by granting
access only to authorised users performing authorised operations using the intended application
during specified time windows. Using a five-factor system — based on who, what, where, when
and how — CoreGuard requires the context of each access attempt to be validated by your own
policies. Any attempt at data access that is not authorised according to these well-defined pre-set
parameters will be blocked by CoreGuard. CoreGuard’s “separation of duties” feature further
restricts access to data by allowing system administrators and root users to maintain the system
and backup data, without being able to view the cardholder data. In the absence CoreGuard, you
would be forced to open full data access to these additional users so they could complete their
routine IT administration tasks, and simply trust these sysadmin and root users not to read the
data. Even though your IT personnel may be highly trained and trusted professionals, relying on
the honour system does not meet the PCI requirements. On the other hand, CoreGuard enables
you to comply completely with PCI’s data access restriction requirement, and truly restrict access
on a need-to-know basis.

Rule 8: Assign a unique ID to each person with computer access

Assignment of unique IDs is handled by your existing ID management system such as Active
Directory. CoreGuard access control supports this rule by integrating with your ID management
system and leveraging those capabilities to determine whether access is authorised based on the
unique ID and your security policies.

Rule 9: Restrict physical access to cardholder data.

By encrypting data anywhere it is stored, CoreGuard impedes physical access to or theft of data
by making it unreadable without authorised access to decryption keys. The CoreGuard key
management appliance provides further protection by allowing decryption key access only to
authorised individuals. So even if an unauthorised person has physical access to the hardware or
media that stores cardholder information, attempts to view the data will be futile without the
appropriate decryption key.

Rule 10: Track and monitor all access to network resources and cardholder data.
CoreGuard provides complete auditing capabilities by logging any attempted access to any data
by any user. The system not only audits authorised access requests, but also all attempts to
circumvent authorised access channels, notifying you of policy violations in real time. CoreGuard
records all context attributes of the request — who, what, where, when and how — enabling
complete tracking of host intrusion and data access on the application and user level, and
providing an extensive access log for detailed analysis. For example, the CoreGuard log would
include when the access occurred, who made the request, the application used to make the
request, the host where the request occurred, and the file system operation requested.
CoreGuard also limits access to audit trails to authorised individuals on a need-to-know basis, to
control root or administrator access to cardholder data, in the same way the system restricts
access to the data itself. CoreGuard audit logs are protected from tampering or any type of
unauthorised modifications, and they can also be integrated with a syslog server and SNMP
applications.
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Rule 11: Regularly test security systems and processes.

CoreGuard strengthens your ability to test security systems and processes in two ways. First,
CoreGuard’s rich auditing capability allows you to review the file 10 activity of tests performed on
your security systems.

Because CoreGuard logs failed attempts, you can track and analyse simulated security breach

attempts to verify that your data is safe. Second, CoreGuard allows export of your production

security policies to a test environment, so you can perform tests without disrupting production
processes.

Rule 12: Maintain a policy that addresses information security.
CoreGuard supports the establishment of policies that address total data security, and empowers
you to enforce these policies.

Customer Evaluation

As part of an extensive evaluation of data protection solutions, a large technology services/IT
company invited several encryption vendors to deploy their solutions on site and show first hand
how they can meet the company’s PCI compliance needs. Digital Pathways was the only company
that actually had a solution up and protecting data before the end of the two-day evaluation
period. In addition, CoreGuard was the only solution that could meet the PCI requirements to
encrypt data in storage on internal hard drives/POS terminals and whilst in Back-ups and Disaster
Recovery sites. The company selected CoreGuard based on this impressive performance, as well
as several advantages outlined below. The following are other options the technology services/IT
company considered before selecting CoreGuard file level encryption:

Column Level Encryption

Column level encryption was not an adequate alternative because the limited performance would
not meet the expectations for e-commerce transactions, and column level encryption would not
be able to prevent data theft via host intrusion. In addition, column level encryption would add
an administrative burden because the encryption solution would have to integrate with all
applications, and any revisions would require manual updating of all the applications involved.

Storage Level Encryption

Storage level encryption was not an adequate alternative either because it only encrypts data
while in storage, but not while it is being transported, making data vulnerable when transmitted
across the network. CoreGuard, on the other hand, protects data while in transit within a LAN, as
well as when the data is at rest. In addition, storage level encryption solutions are typically
hardware solutions, which are not practical for this company because they needed to distribute
the application to multiple locations. The company chose CoreGuard because it is a software
solution which facilitates easy remote distribution and implementation.

In-House Custom Solution

Another option that the company chose not to pursue was the development of a custom in-house
encryption solution. This option was not considered due to high expense both in money and
manpower resources. Instead, the company chose to leverage CoreGuard, a proven tool that
could meet all their needs at a much lower investment in cost and resources.
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Additional Advantages
In addition to the fact that CoreGuard was able to address more of the 12 rules than any other
single product, the company also gained the following advantages from Digital Pathways:

- Affordability: CoreGuard is an economical option, costing much less than the other
available options. The low cost of CoreGuard is due in part to the fact that four essential
capabilities — encryption, access control, host protection and auditing — are delivered
within one tool.

The company estimated that to implement a selection of alternative applications to
handle all the tasks performed by CoreGuard would have cost the company at least 4
times more.

- Fast Implementation: The company faced a tight 4-month deadline to implement the
solution to meet PCI requirements, so rapid deployment was a key issue for them. They
needed a tool that could quickly fit into their environment without requiring a battery of
tests. After evaluation of the alternatives, it was clear that only CoreGuard could provide
the fast and non-disruptive implementation they needed. After selecting CoreGuard, the
product was up and running in 30 days.

- Performance: CoreGuard’s data encryption process showed the highest performance
of any encryption product evaluated. A major problem they found with other encryption
solutions, especially column level encryption, is that they consume significant overhead.
Low performance is a traditional hindrance to encryption, usually making it an impractical
method for securing data that is used in ecommerce transactions. CoreGuard’s minimal
drag on performance makes the product ideal for protection of cardholder data.

- Transparency: CoreGuard’s policy-based management and high degree of
transparency to the existing applications, business operations and IT infrastructure allow
easy and economical deployment, management and scalability across a heterogeneous
IT environment. In contrast to alternative data encryption solutions, CoreGuard operates
seamlessly across all network, storage and data types and requires no changes to
application software.

Proven Leadership with Digital Pathways

Digital Pathways has over 15 years experience in providing data security solutions to many
leading organisations such as BMW, RBS, Cadence Design Systems, Dutch Security Service, Bank
of Tokyo Mitsubishi, ABN Amro, Havok, BAT, NHS, Siemens and more. Our approach is to provide
clients with a solution which meets their needs today, but also can scale to meet new challenges
such as those introduced by the new Payment Card Industry standards or by government
regulations. These solutions are backed by our technical support and professional services group
who ensure all installations are operating as designed and that our clients’ operational teams are
up to date with new developments or enhancements to protect the investment in technology.

Award Winning Design with Vormetric

Vormetric is the technology leader in the data protection arena, holding 13 patents and FIPS (US
Federal Government Test Agency) validation on all products. The company is the winner of many
industry acclamations, and serves as a respected partner of industry giants such as IBM, Sun and
Oracle.
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Conclusion: CoreGuard Ensures PCI Compliance

The PCI standards place substantial new data protection burdens on companies, but you can
embrace this opportunity to examine the security of your data and install CoreGuard to fill the
gaps in your data protection efforts. CoreGuard provides a single affordable tool to meet all the
PCI requirements that are not already covered by the basic security applications you have in
place. By implementing this comprehensive solution, you can add encryption, access control, host
protection and auditing to your data protection initiative, and achieve total compliance with this
critical industry standard without reengineering your applications or business processes.

For more information:
Digital Pathways Ltd
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www.Digpath.co.uk
+44 (0) 870 321 4002
Email: sales@Digpath.co.uk



